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How China sells to the West
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THE ANATOMY OF BUSINESS EMAIL COMPROMISE

An email account is
compromised through
malware, employee
intrusion, etec.

3 TOXIC INGREDIENTS

areful

Millions in
illegal profits

Money laundering
Multiple transfers are made

involving foreign banks/
institutions
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During this unique event, you have the opportunity to take a
share of 1,500 BTC. Have a look at the rules and don't miss

Geographic Targeting WJ:

Order Requiring
Increased CTR Reporting
for Money Services “hatGP T
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Spencer Fane Client Alert

https://youtu.be/DvT49MOF27s?t=17
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More than $150m in investment scam losses have been reported to
ScamWatch this year. Here's the methods scammers used

$33,906,184

Social networking
$31.319,576

Internet
$28,473.2N

$22,563,417

Mobile apps
# $19,456,847
In pers

$7,526,340

sage
$6,298,393

Investment scam data covering January to May 2023, retrieved from the ScamWaitch website on
July 3. Figures may differ to data collected by other agencies.

Chart: ABC News / Source: ScamWatch
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Top Frauds

Scammy Q& '* E ;n @ %ﬁleS /u\;j—[} /:\‘Ej$j:ﬁ ﬁ%ﬁ%

N’/ COMMISSION

4@%

Snapshot of

2024 | SR R R -

shopping and job services
(based on reports to and nggalive opportunities
Consumer Sentinel) reviews

ftc.gov/data #FTCTopFrauds

A M A Y Job scams and employment 105,000
agency losses soared. reports

Total losses: JoB O
REPORT
2.6 million 38,000
Ex reports
fraud reports
2020 2024

$90 million $501 million
More than 1in 3 people billion
W W % Reports by Military Consumers W W W

2020 2024 - -
“$12.5 billion . = — s . on
Losses to investment | - 4 _ _ 1|
who reported a scam also
Younger people s 4
99,000 $584 million . 44, . 'o
Igl fraud reports “ reported lost reported losing money . . .

Global Cryptocrime Damage Costs*

reported lost scams kept climbing. $4.6 E.Eé?nl
. : $20.1 Billio
. | n
reported losing money.
222 023: $23.1 Billi
~
- D D 2022 2023 | 2024 - o - l .on
to fraud more often

Q Imposters: Highest # of reports: 45,000 20-29 70-79
& Total losses: $200 million e Gl e year-olds  year-olds -
. + $30.6 Billion
Phone calls: Social media: Email: . Sl anrevenue o nrow 1 S

Big losses follow Hi i . A . . .
ghest per person Highest overall Highest overall 2 e » AN -Nem
scams that start reported losses reported losses number of reports perce "t year-over-yee

with a call or on

il FERTEL $1,500 $1.9 billion 372,000

median loss total lost reports .cvainsscuam
VENTURES ' SOURCE CYBERSECURITY VENTURES

cyber crime cryptocurrency
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Dollars and cents

Fimnancial crime and scam losses reported to regulators in 2023

[ |

Auvustralia

AMMED ScammeED

i‘,‘ﬁ‘:'twil

$34 $100

Prer head

UK Finance say £1.2billion
(arcound $AU2 3billicn)
lost to fraud for a population
of 67F.7m people in 2023

ACCC Scamwatch says
F2 Fa4hillion lost to financial
crime for a population of
27 m people in 2023

$s4a45

Pper head

Federal Trade Commission
says $UIS1Obillion (arcound
SALU1S 3billion) lost to
fraud for a population of
S340m people in 2023

Source: Alex Brooks of Content Rernegade



CHINA
, ) o Many compoun'ds are located
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(Output Legitimacy Gap) i
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27 i¢ fendk o (Operational Gap) o
334 FlE ek (Incentive Gap) s o
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As China cracks down on its
border with Myanmar, some
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(Input Legitimacy Gap) A
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https://sbcountyda.org/wp-content/uploads/sites/42/2020/05/sbcountyda-real-estate-fraud-form.pdf
https://sbcountyda.org/wp-content/uploads/sites/42/2020/05/sbcountyda-real-estate-fraud-form.pdf
https://sbcountyda.org/wp-content/uploads/sites/42/2020/05/sbcountyda-real-estate-fraud-form.pdf
https://sbcountyda.org/wp-content/uploads/sites/42/2020/05/sbcountyda-real-estate-fraud-form.pdf
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(ETHERGROSS TETHER CROSS | am shopping for..

BORDER SALEX'.‘__ bOrSEr 50160 ——

Home  FlashSale  Blogs  AllBrands  All¢

Home Al categories / "Women Clothing & Fashion®

Women Clothing & Fashion Y Al

https://bitpie.com

796.72 ¥33.76 ¥66.78 ¥44.96
2022 1to1 Handbags Luxury Wholesale Vintage Luxury New Fashion Elegant L TrmmmnT s
“ular Women&#39;s Bags... Artware Trending Lock... Capacity Shoulder Bag, V.A 2] LY )

In Southeast Asia’s scam centers, human
trafficking worsens 7
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